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SMI2G

INFRA-01-01

Tools and processes to support stress tests of critical

infrastructure

Presenters:

INFRA-01-01

Andreas Seipelt

andreas.seipelt@pnoinnovation.com

Rodoula Makri

rodia@iccs.qgr

George Pallis

g.pallis@t4ieng.com

Paul Orduna

rorduna@vicomtech.org

Viktor Yakymovych

Viktor.Yakymovych@sec-ta.com

Miroslav Konecny

konecny@addsen.eu
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PULSE >MI26

Eleftherios Ouzounoglou (Coordinator)
¢NIEy
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ICCS

Andreas Seipelt (Impact Lead)
— PNO INNOVATION
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SMI2G 2026

HORIZON-CL3-2026-01-INFRA-01: Tools and processes
to support stress tests of critical infrastructure
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SMI2G

Proposal idea

12
Objective: Ensure critical healthcare entities = g
keep essential care running during et §
cyber/physical incidents and health I m’”m“mm _____ - 5
emergencies (CER/NIS2). . %
(Q\|

Key Innovation: Integrated technological and

- Inter-Agency Data Exchange Broker
MMMMM i

operational resilience toolkit for multi-hazard —— e
disruptions |
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Validation: Real-life stress tests in multiple
hospitals with multi-agency partners
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SMI2G

Project participants

Proposed coordinator: ICCS (GRI):_
Partners: RTO (ES), Industry (DE), Healthcare providers and

hospitals (several)

Looking for partners with the following capabilities/expertise:
* Digital Twin
» Methodology for resilience management and business
continuity and stress testing

* Technologies for improving the prevention and response
capability of the hospitals

23824 April 2026, Paris
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PNO Innovation / Senior Consultant Get in touch!
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| echnologles and tools for Stress | ests and SMI?G
Resilience in Critical Infrastructures — by
ICCS

* Dr. Rodoula Makri

® Research Director ICCS (Senior Researcher Grade A’) — Technical Manager

® rodia@iccs.gr , rodia@esd.ece.ntua.gr

23824 April 2026, Paris

® ICCS: Institute of Communication & Computer Systems

® Microwaves Lab of ICCS — Radars, RF & Wireless
® RTO - S/T provider, Athens, Greece

® Role in the proposal: Project/ Scientific / Technical Coordinator and/or WP leader
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® Topic to be addressed: HORIZON-CL3-2026-01-INFRA-01: Tools and processes to
support stress tests of critical infrastructure
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Proposal idea/content SMI2G

Title (indicative): Advanced Stress tests for improved Cls Resilience

The main suggestion of the proposal is to provide:
a shift from static risk assessments to dynamic, system-level resilience strategies

¢ for efficient and resilient, virtual and physical stress tests in Cls.

including tools such as:

23824 April 2026, Paris

¢ Digital Twins and Data Analytics: for holistic system modeling

detailed digital replicas to simulate complex, multi-hazard scenarios
natural disasters and cyber-attacks
without risking physical assets.

® Artificial Intelligence / Machine Learning (Al / ML) tools to:
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detect patterns in vulnerability data,
predicting and prioritizing potential failure modes.
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Proposal idea/content (cont.) SMI’G

® including tools such as (cont.):

® loT and Real-Time Sensors for early detection deployed across physical assets
® Probabilistic Simulation frameworks
to capture the temporal dynamics of system capacities.

® Stress Testing by conducting simulation exercises for "compound disasters".

23824 April 2026, Paris

® We have formulated a holistic methodology to address continuous resilience cycles:

® Encompassing Resilience Analysis Matrices and Resilience / risk Indicators

® To obtain “system thinking”

a deeper understanding of technical and operational vulnerabilities
® Multi-scenario modelling where multiple hazards interact,

reflecting the "extreme threats” complexity
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e.g., an extreme weather event coinciding with a cyber-attack.

®* We envision to include virtual and physical stress tests in at least 3 Use Cases
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Project participants SM |

Existing consortium:

Proposed Coordinator: ICCS (also Scientific / Technical Coordinator)
® We plan to exploit our experience in past INFRA projects, e.g. RESISTO

¢ Digital twins and cyber-physical threats identification and assessment,
® Deployment of specialized sensors for various threats detection (drones, cyber threats etc.)

Partners / Other participants:
® Confirmed: 3 from Greece (RTO and SME) and Belgium (large enterprise),

ltaly (SME), Germany (RTO), Cyprus (RTO)
® In discussions: with 3 more, end users / operators and SME

Looking for partners with the following expertise/ technology/ application field:
® Data analysis / integrator / other sensors provider, Al expert

® End users and infrastructure operators
(owning / moderating) various Cls to test the methodology and developments,
ideally with existing testing platforms even in a small scale
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George Pallis, PhD
g.pallis@td4ieng.com

European
Commission

T4i engineering

(winner of EC Security Innovation Award 2023)

Role: <WRP leader, S/T provider>
Topic to be addressed: INFRA-01

23824 April 2026, Paris

SMI2G 2026
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Proposal idea/content SMIZG

CBRN Incident in LNG-Port Interface
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CBRN Sensors
e e

Ros | F
« Drone
Survelliance

PORT-CBRN-GUARD

Plume Modeling Y Evacuation &Control J{ Hazmat Response J§ Forensic Analysis

An interoperable, multi-sensor CBRN monitoring and decision-support framework for

LNG distribution networks embedded in port environments, enhancing prevention,

SMI2G 2026

detection, situational awareness, and response coordination in line with EU critical

infrastructure protection priorities.
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SMI2G

Project participants

* Existing consortium:
* Proposed coordinator: Ongoing discussions
« Partners / Other participants: 4 partners (SMEs, RTO, User)

23824 April 2026, Paris

* Looking for partners with the following capabilities/expertise/
technology/application field:

« Technology providers, both SMEs and RTOs (Robotics,
automation, sensors/detection)

* Practitioners (Security Service Providers, Police Forces)
« Coordinators of relevant past/ongoing EU projects
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Protocol Checker SMIZG

* Raul Orduna §
* rorduna@vicomtech.org S
- VICOMTECH 5
* Role: WP leader %

* Topic to be addressed: CL3-2026-01-INFRA-01

“Tools and processes to support stress tests of critical
infrastructure”

Proposal related to assure protocol conformance and
interoperability under stress situations and business continuity
issues

SMI2G 2026
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Proposal idea/content SMIZG

® Conformance testing is needed for critical entities in three different stages: selecting approved
devices, testing configuration changes in communications, and quick replacement of down or
under attack devices.

® Current stress testing automatize easier storm testing and fuzzing (flooding and fault injection),
but protocol conformance is manual or requires specialized testing tools per protocol

Al based chket
Injector

Al based
message report
extractor Message generator

Valid Designer

Protocol / ‘ messages ‘ C ' Complete
RFC Valid

structures protocol
definition messages compliance

document |  p——————— flows auditory _

23824 April 2026, Paris
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Project participants SMIZG

* Existing consortium:
* Proposed coordinator: Not yet
 Partners / Other participants:
End User (ES), transport sector for supply chain security

* Looking for partners with the following capabilities/ expertise/
technology/ application field:

« CRA, EUCC or industrial security auditor (Lead)
- Communication Device manufacturer

* Flooding and fuzzing conformity testers

» Pentesting provider
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Complicat SM' G

Platform for Cyber Resilience of Critical Infrastructure

(Viktor Yakymovych @ h
Sec-TA | S/T provider

viktor.yakymovych@sec-ta.com
\_ _/

Topic to be addressed: HORIZON-CL3-2026-01-INFRA-01
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Tools and processes to support stress tests of critical
infrastructures.

SMI2G 2026
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Viktor Yakymovych | Viktor.Yakymovych@sec-ta.com



SMI2G

Proposal idea/content

(7))
°*  Complicat is a platform for cyber resilience Security framework ks
assessment and risk management for critical \/ S
infrastructure. v &
* Enables organisations to assess cybersecurity Organizational data T
maturity and operational resilience. collection §
* Identifies vulnerabilities, risks and compliance \/ %
gaps across organisational and technical Analysis in Complicat Q
processes. - | platform "
° Supports monitoring against international
standards and regulatory frameworks (ISO, NIST, \/
GDPR, national regulations). Risk & Resilience ©
* Provides dashboards and automated reporting for assessment S
regulators, auditors and infrastructure operators. \/ =
°* Improves visibility and preparedness for cyber 5
incidents and regulatory stress scenarios. Audit & resilience V
reports

18]

Viktor Yakymovych | Viktor.Yakymovych@sec-ta.com



Public—Private Cooperation for Cyber Resilience SMI G

- Complicat is being developed in cooperation
with the State Service of Special

Communications and Information Protection of
Ukraine (SSSCIP).

- The platform is being tested as a national
monitoring tool supporting cybersecurity %9

23824 April 2026, Paris

compliance and resilience assessment.

- Supports implementation of Cabinet of Ministers
Resolution Ne1668 on cybersecurity oversight.

- Designed to assist state authorities and
critical infrastructure operators in monitoring
cybersecurity maturity and risks.

- Creates the foundation for a nationwide
cybersecurity monitoring infrastructure.
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Viktor Yakymovych | Viktor.Yakymovych@sec-ta.com



Project participants

® Existing consortium:

* Proposed coordinator: Sec-TA (Ukraine) — cybersecurity and digital
resilience solutions.

* Partners / Other participants:

SSSCIP (Ukraine) — national cybersecurity authority / regulatory
oversight;

Public sector institutions and regional administrations (Ukraine) — pilot
testing;

Cloud infrastructure forovider — certified cloud environment supporting
secure platform deployment.

* Looking for partners with the following capabilities/ expertise/ technology/
application field:

* Critical infrastructure organisations with ISMS implementation challenges;
* Research organisations in cyber resilience and risk analysis;

* Public authorities and regulators responsible for cybersecurity governance
of critical infrastructure.

Viktor Yakymovych | Viktor.Yakymovych@sec-ta.com

SMI2G

23824 April 2026, Paris
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Pentest as a Service (PTaaS) / SMI’G
External Attack Surface Management (EASM)

* Miroslav Konecny

* konecny@addsen.eu

N I Citadelo

* Role tbd: Proposal coordinator / WP leader / S/T provider

® 23&24 April 2026, Paris

* Topic to be addressed:
HORIZON-CL3-2026-01-INFRA-01: Tools and processes
to support stress tests of critical infrastructure (I1A)
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Pentest as a Service (PTaaS) Platform SMI2G

Project output: PRODUCT
* Competitive PTaaS platform with EASM capabilities
able to deliver pentesting services in combination
with (hybrid) recurrent scanning of public targets.
* Partial capabilities in terms of testing internal targets, limited to human
executed projects only at that time.
* The whole testing process should be compliant with the regulatory
requirements of DORA/NIS2.
* Delivering auditable documentation of the testing process and
identified issues, assured and verifiable by multiple trusted parties.
* The standardization of the TLPT requirements defined by TIBER-EU will
allow providing more standardized and better auditable results not only for
TPLT/BAS tests but for all types of security tests managed via the platform.

® 23&24 April 2026, Paris
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Project participants 2M126

* Existing consortium:

* Proposed coordinator: CITADELO (may change)
FINTECH - confirmed as end-users
ADDSEN - innovation management (proposal writing)
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* Looking for partners with the following capabilities/ expertise/
technology/ application field:

- Critical infrastructure / Energy Grid - end users
- Standardization bodies (DORA / NIS2)

- Security service providers to deliver their services
via the platform (matching TLPT requirements)

SMI2G 2026
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SMI2G

INFRA-01-02

Security challenges of the green transition in urban und peri

urban areas

Presenters:

INFRA-01-02

Andreas Seipelt

andreas.seipelt@pnoinnovation.com

Declan McMahon

declan.mcmahon@defenceresearchinst

itute.eu
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Hubs4Circularity SMIZG

Eleftherios Ouzounoglou (Coordinator)
<WIEy
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ICCS

Andreas Seipelt (Impact Lead)
— PNO INNOVATION
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HORIZON-CL3-2026-01-INFRA-02: Security challenges
of the green transition in urban und peri urban areas
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SMI2G

Proposal idea

Objective: Boost the security and resilience of urban 5
areas undergoing the green transition (energy and indusirial symbiosis enable Urban regions S
|nfrastru Ctu re) Green transition enabled 8
- A
Innovation: Research on three under-addressed =
risk vectors: §
2

™

A

2. Digital product passports as unintended
intelligence sources

3. Governance “grey zones” municipalities,
industrial parks, and utility operators \

1.  New non-EU tech/supply-chain dependencies \

Validation & impact: Use real-world data from
operating circular economy projects to identify risks,
test mitigation options, and deliver actionable
guidance for Cl infrastructure operators.
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SMI2G

Project participants

Proposed coordinator: ICCS (GR)
Partners: Industry (DE)

Looking for partners with the following capabilities/expertise:
* Security practitioners in urban, peri-urban areas

« Security researchers and industrial actors and researchers
involved in green transition, DPP enablers

® 23824 April 2026, Paris
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PNO Innovation / Senior Consultant Get in touch!
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SMI2G

GreenTEST

(Green Tech. Evaluation of Safety and Trust)
CL3-2027-07-INFRA-02

Declan McMahon
| Proposal leader

French SME with experience in integrated
platforms and international collaboration

® 23824 April 2026, Paris
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GreenTEST idea SMIZG

Develop a dynamic platform to support green project leaders, policy-makers
and responders in green transition issues:

 Mapping green tech solutions and their components,

23824 April 2026, Paris

« Tracking incidents and responses,

« Keeping a dynamic rating of their safety regarding:
» electric shock,
 hazardous substances,
» cybersecurity/privacy issues,
« supply chain security,
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DRI past experiences for GreenTES]] SMIZG

A'Etln— Cybersecurity platform for training personnel in the
eeeeeeeeeeeeeeeeee g context of critical infrastructure protection

Research of emerging technologies and their misuse

- OGBS to support LEAs in tackling security issues

GAINAfrica Internat!onal cooperation in pro;ects affectlpg urban
and peri-urban areas of low income countries

[ 30


mailto:declan.mcmahon@defenceresearchinstitute.eu

Project participants

Existing consortium:

* Proposal leader: DR[

[FR]

@ AMIKOM

YOGYAKARTA

[Tl [NIGERIA] [INDONESIA]

Looking for partners with the following capabilities/ expertise/
technology/application field:

« Green technology development

« Cybersecurity evaluation

« Supply chain analysis
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SMI2G

INFRA-01-03

Targeted innovative capabilities for the resilience of critical
entities to natural and human-induced disasters, including hybrid

scenarios.

Presenters:

INFRA-01-03

Denisa Jakusova

denisa.jakusova@minv.sk

Bernhard Burger

bernhard.buerger@ait.ac.at

Viktor Yakymovych

Viktor.Yakymovych@sec-ta.com

Norbert Szczepania

norbert.szczepaniak@pit.lukasiewicz.g

ov.pl

loannis Orthopoulos

iorthopoulos@infili.com
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FIRE3D-AI Al-Driven 3D Forensic Damage SMIZG
Assessment for Resilient Infrastructure

* Lt. Col.Dr. Denisa Jakusova
* denisa.jakusova@minv.sk

23824 April 2026, Paris

* Ministry of Interior of the Slovak repubilic,

Fire and Rescue Corps
* Role: Proposal coordinator
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* Topic to be addressed: Horizon-CL3-2026-01-INFRA-03
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Proposal idea/content SMIZG

FIRE3D-AI aims to develop an EU-powered Al platform for precise
3D reconstruction and forensic analysis of fire-damaged sites using
ground and UAV imagery.

23824 April 2026, Paris

- The proposed Al engine would detect burn patterns, analyse
material behaviour, and identify potential fire origins, enabling
standardised, reproducible assessments.

- The concept envisions delivering actionable 3D digital twins and
structured reports, with the goal of boosting civil protection and
infrastructure resilience across Europe.
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Contribution SMI2G

We offer:

- Operational fire investigation expertise, real validation
environments, and strong end-user involvement.

- Standardised methodology: Reproducible 3D
reconstruction & objective fire-damage assessment.

- Enhanced resilience: Actionable insights for civil protection,
infrastructure planning, and risk mitigation.
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Project participants SMIZG

Consortium info:
MINISTRY
* Proposed coordinator: EOHNTMR

OF THE SLOVAK REPUBLIC

- Partners: 1 university, 1 private company (SK)
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Looking for partners with the following capabilities and expertise:
Al / Computer Vision research partners (3D reconstruction, ML, Al)
- Fire science and material behaviour researchers

- UAV /imaging technology providers

- Civil protection and fire investigation end-users for validation

- EU-based secure data and cybersecurity experts

SMI2G 2026

Lt. Col.Dr. Denisa Jakusova, denisa.jakusova@minv.sk
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BRACE - BUILDING RESILIENCE ACROSS SMIZ’G
CRITICAL ENTITIES

- Bernhard BURGER
* bernhard.buerger@ait.ac.at

« AIT Austrian Institute of Technology GmbH

® 23824 April 2026, Paris

* Role: Proposal coordinator

* Topic to be addressed: CL3-2026-01-INFRA-03
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Proposal idea/content SMI

Maximum demand

No option to shut down operations
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SMI2G

Proposal idea/content

* Focus on emergency responder resilience in Nalech
Events

* Examination of responder’s
* ability to maintain operations under difficult circumstances
* their vulnerabilities and dependencies

» Development of a toolset to analyse responder
resilience and suggest suitable measures

* 4 use cases in 4 countries
* Fire, Ambulance, Police, Disaster Relief

23824 April 2026, Paris
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Project participants SMIZG

* Existing consortium:
* Proposed coordinator: AlT

« Partners / Other participants: End-users and research
institutes in Austria and Germany

* Looking for partners with the following capabilities/ expertise/
technology/ application field:
- Researchers focussing on operational research

« Economic partners focussing on Risk-, Business Continuity
Management (most needed: software providers)

 End-Users
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Power Rangers SM | G

Coordination Platform for Mobile Network Continuity During Blackouts

(Viktor Yakymovych @ h
Sec-TA | S/T provider

viktor.yakymovych@sec-ta.com
\_ _/

Topic to be addressed: HORIZON-CL3-2026-01-INFRA-03

® 23824 April 2026, Paris

Targeted innovative capabilities for the resilience of critical
entities to natural and human-induced disasters, including
hybrid scenarios.
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Viktor Yakymovych | Viktor.Yakymovych@sec-ta.com



SMI2G

Proposal idea/content

n

° Power Rangers — operational coordination BLACKOUT / CRISIS ks
platform. \/ S

°  Already operational in the Kyiv region, S
ensuring mobile connectivity during Power Rangers §
blackouts and wartime disruption. Platform <

®  Developed with Kyiv Regional State \/ ‘:’;3
Administration and major telecom Telecom Operators & -
operators. Authorities °

¢ Automates tasking, accountability tracking,
and backup alerts.

<

°  Proven in real blackout conditions, with Generator deployment §
faster generator deployment and reduced \/ g
downtime. . %

®  Preparing for nationwide cloud-based scale- Mobile network 2
up. restored

Viktor Yakymovych | Viktor.Yakymovych@sec-ta.com
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SMI2G

Project participants

* Existing consortium:
* Proposed coordinator: Sec-TA (Ukraine) — cybersecurity and digital
resilience solutions.
* Partners / Other participants:
Kyiv Regional State Administration — public authority / crisis coordination;
3 Major telecom operators (Ukraine);

Technical teams responsible for telecom infrastructure and generator
deployment.

23824 April 2026, Paris

* Looking for partners with the following capabilities/ expertise/
technology/ application field:

 Crisis management centres / civil protection authorities;
* Energy and electricity infrastructure operators;
* Research organisations in infrastructure resilience.
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low-cost off-grid early warning

system for critical infrastructure 'ZI :

&
* Norbert Szczepaniak Eukasiewicz §
® norbert.szczepaniak@pit.lukasiewicz.gov.pl p! %
* Poznan Institute of Technology (PIT), RTO from Poland %

WP Leader in CL3-2026-01-INFRA-03:
Targeted innovative capabilities for the resilience of critical entities.
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proposal idea SMI2G

R

PROBLEM: Continuous monitoring of critical infrastructure is difficult g

and very expensive at scale. §

AN

SOLUTION: Cost-effective, wireless early-warning electronic layer §

for critical infrastructure monitoring. S

AN

Operational gap: Project idea: ¢
° large infrastructure areas weakly monitored *  off-grid sensing devices

° wired systems are costly and slow to deploy  * independent of wired connectivity §

° many locations lack connectivity ° instant deployment, easy to use 8

oY

° incidents are detected too late ° ultra-long-life without maintenance (%

° early warning of threats — intrusion,
flooding, etc.
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use cases SMI

Flooding sensor
conventional  off-grid

k%
_ S
Tampering sensor e
conventional off-grid §
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building the consortium SMI

TL;DR:
Proposal *
® Current core: Early warning electronic S
ey , . layer for security o
° Initiatiator: PIT (Poznan Institute of Technology) of critical infrastructure. <
. . o Wi o
* 3 potential public end-users (Poland) .;’,:'(;Zf:rfdent - <
* 1 potential industry partner (European telecom operator) » cost-effective &
» easy and fast to use <
; We brin %
® Partners sought outside Poland: har dwagre N

critical infrastructure operators « mission-ready
. . . . * end-to-end tech dev
infrastructure security practicioners

We seek

civil protection security authorities ©

_ . » operators 8

* pilot sites * pilots X

* analytics ((\Dl

* coordinator S

Open to build an end-user-driven consortium for pilot validation in real Focus @
infrastructure environments. - use cases
« validation

* demo
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INFILI Technologies SA ~ 3MIZG

* loannis Orthopoulos
* jorthopoulos@infili.com
* INFILI Technologies SA, Greece

* Role: Proposal coordinator

® 23824 April 2026, Paris

* Topic to be addressed: HORIZON-CL3-2026-01-INFRA-
03

CIRRUS - Critical Infrastructure Resilience for Response, Recovery and Service Continuity
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CIRRUS

Critical Infrastructure Resilience for Response, Recovery and Service Continuity

Al platform for resilience of critical
infrastructures

Monitoring and prediction of cascading
infrastructure failures

Operationaldashboards for authorities and
operators

Pilots in energy, water or transport
infrastructure

Infrastructure sensors

(Energy, Water, Transport)

Sattelite data

(Weather & Hazards)

Data Fusion platform

(Integration & Interoperability)

Operatiopnal data

(Assets & Incidents)

Y

Al Resilience Analytics

(Risk prediction
Cascading failures)

SMI2G

3

Infrastructure operators

Security & Privacy layer

(Access Control - Data Protection)

Decision Support
Conti bl

Crisis coordination

Civil Protection

)

First Responders
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SMI2G

Project participants

* Existing consortium:
* Proposed coordinator: INFILI Technologies SA

» Partners / Other participants: Satellite Data —RO-EL,
Operational dashboard — SME-CY, Pilot Energy — EL, Civil
Protection —PU-RO, First Responders —PU-RO, loT sensors —
SME-RO, Transport Operator —-PU-RO

23824 April 2026, Paris

* Looking for partners with the following capabilities/ expertise/
technology/ application field:

 Civil Protection
* First Responder
» SME for Security and Privacy
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